Secure Network Edge

Network security, reliability, and visibility for standalone locations
Product Sheet: Managed SD-WAN
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Today’s digital economy requires businesses to be resilient, secure, and reliable,
regardless of size, location, or budget. Secure Network Edge is a premium single-site
secure network solution with built-in security features designed specifically for small
businesses relying on cloud resources. Featuring reliable connectivity and application
aware bandwidth optimization, Secure Network Edge helps applications run more
smoothly for businesses with a single location or multiple standalone locations. All with
the ease and speed of zero-touch provisioning to help minimize business disruptions.

Help keep mission-critical functions running

Companies of all sizes can get Masergy’s managed global networking services and
firewall policy configuration with Secure Network Edge. An agile solution for SMB and
Mid-Market customers, Secure Network Edge delivers turnkey SD-WAN for standalone
locations relying on cost-effective public Internet services to connect to cloud resources.

With Secure Network Edge, you can connect with cloud gateways that enhance real-time
application control, visibility, and performance, plus reliable static IP for inbound fail-over.

Primary (EDI) CmiEi
____________ [J Office 365 Internet
Back_up salesforce m WebeX
(BCI,Fwa) e
SaaS/Public
cloud

cPE (@ ==== =% CB
| Private Core

Switch

£ Customer Key
'%ﬁ' LAN

ew  (Redundant) cloud gateways

| === Local/central Internet breakout

Sy =

[ J
- - * -== Redundant Transport

IPsec tunnel (critical apps)

... SD-WAN
Customer Site

w Threat Management and Response (TMR)

O Endpoint Detection and Response (EDR)

Advanced secure networking

1;9 Stateless firewall and Next Generation firewall (NGFW)

Features

High performing and reliable
carrier-grade Internet with
redundant connectivity
services

Fortinet® powered security with
next-gen firewalls for perimeter
security and 24/7 SOC services
for threat management &
response (TMR)

Intelligent application
aware traffic management
with direct connections to
cloud services

Benefits

Enterprise-grade services at

a low cost for single location
businesses or businesses that
need to manage connectivity
to the cloud

Peace of mind with built-

in security features to help
protect users and applications
from cyberthreats when using
broadband connectivity

Easy, streamlined installation*
with zero-touch provisioning,
making it fast and easy to
optimize business continuity

*Professional installation
available upon request.

Secure Network Edge provides standalone locations the built-in security that enterprises count on. In addition to
stateful firewall, web filtering, app control, next-gen firewall, anti-virus, IDS, and IPS, Secure Network Edge offers 24x7
SOC-based Threat Management and Response (TMR) and optional Endpoint Detection and Response (EDR) that
alleviate your team of monitoring and threat response. Plus, you can see how your network, application performance,
and security are impacted by different events using our Al virtual assistant, AlOps, that includes real-time analytics

and security alerts for your site and users.
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