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Masergy ERS Portal E911 Administration Guide

MASERGY

This Masergy Emergency Routing Service €911 administration guide will provide the customer €911
team the ability to add, modify, and delete — Subscribers, Emergency Response Locations (ERL),
Subnets, Wireless Access Points, and Switches for their service with Masergy.

Note: Masergy will handle any batch provisioning requirements.

Masergy ERS Portal Sign In.

Using your administrator credentials sign into the Masergy ERS portal credentials at
https://91.masergy.com/users/sign_in .

COMCAST
BUSINESS

Emergency Routing Service

MASERGY

Username *

Password *

Forgot your password

€911 Administrator Management

The €911 Administrator can manage the administrators for their enterprise account. The €911
administrator can create additional €911 administrators, reset passwords, and delete. The
following procedure outlines the steps to follow.

1. Inthe e911 enterprise account dashboard, locate the Administration tab as shown in the
image, from the drop-down menu, select Users.

Intrado!  enesenc ovting servee

Account Dashboard

GENERAL INFORMATION

2. Next, select Add New Users.

nnnnn
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3. Fill out the New User form including their name, email address, contact phone number,
and the Role from the drop-down menu. For the Role select Super Admin. When finished

select Save.

[ "Mew User

Intrado

= 4 canc

|

-

4. The new e911 administrator has now been created. A welcome email from the Masergy ERS

portal is sent to the new €911 administrator.

Note: the password link in the welcome email expires after 24 hours.

« 1 Administatcn

Set up E911 Emergency Routing Services for your UC users

Hello Kim Welcome Test,

You've

rited to set up your administrator account to ensble the Emergency Routing Service (ERS) for your organization's UC users. Within the ERS Customer Portal's administrator dashboard, you can
and subscribers, view his d set i

manage - and call histories,

Your loginto the ERS dashboard is: ksalvadalena @inrado.com

In order to complete your account serup, please click on the following linkk 10 configure of your password.

asie the your browser: htips /portal 811 west
ttps://portal 911 west.com,

iact us by email at uc support @masergy com or call us toll-free at 1-800-942-4700

reset password /6GDDRILtbSTcGY Once completed,

6. When the new e911 administrator selects the login link from the welcome email, will log
them into the Masergy ERS Portal login screen to create their password. After the e911
administrator has successfully created their password is automatically logged into the

Masergy ERS Portal landing page for their ente

7. Repeat the above steps to create additional €91

rprise account.

Tadministrators.
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Email Notification Management

E911 Administrators and non-administrators can receive email notifications for a 911 emergency

calls and 933-test calls. E9Q11 administrators can add email notification for their own account or
Masergy can do this for you.

Note: both €911 administrators and non-administrators can receive these email notifications.

From the Account Dashboard, select the Edit (pencil icon), to add email addresses for email

notifications.

Intrado!  emersency Routing senice

Account Dashboard
GENERAL INFORMATION

Broadworks - Test 3 (435126)

. HOC Contact: TRD

B EMAIL NOTIFICATIONS

Type Email Addresses

& Jettrey Kayne (Super Admin) v

s s
VIEW PROVISIONING DETAILS.

?

2. Enter the email address; select the “+" to add this email address. Next, select the

checkboxes to enable this email address for Emergency Calls and/or Test Calls notifications.
a) Emergency Calls is whenever any end-user would dial 911.

b) Test Calls is where the end-users might test their e911 location information by dialing

933.

c) Ifyou need to remove a user from the email notification, select the trashcan icon to

delete them

~
Intrado’  Emergency Routing service
4 Dashboard  ¢' Provisioning B Monitoring v £ Administration v

Home / Masergy Cc Inc / Masergy Cc Inc. (433654) / Edit General Information

General Information

Masergy Communications Inc. (433654)
AccountID: 433654
NOC Contact *

TBD

Notifications @

Email Address. john.smith@example.com D

Intrado’  emersency Routing service

4 Dashboard & Provisioning B Monitoring v £ Administration v

General Information

Masergy Communications Inc. (433654)

Account ID: 433654
NOC Contact

Ten

Notifications @

Email Address | jan.dos@comeast.com | o

«

EMAILS

EMERGENCY CALLS TESTCALLS

Jettrey_kayne@comcast com

=
Intrado’  emergency Routing service

# Dashboard ¢ Provisioning B Monitoring v £ Administration v

General Information

AccountID: 433654

Notifications @

EMAILS

jan doe@comcast.com

jerte

cAncEL “

= - L

3.

Emil Address  john.smith@example.com

Masergy Communications Inc. (433654)

©

wmzucy

Test cy

In the Account Dashboard, a list of users is displayed that will receive the €911 email

notifications.

S
Intrado’ ™ emergency nouing srvice

@ Account Broadworks - Test 3 (436126) hes been upcated sucesssfully.

Account Dashboard

Intrado! ™ emegeney Aovting servee

1) Rccour ‘Brosdmorks - Test 3 (438126) has Been et successiuly.

Account Dashboard

Emargency Norificanon Ermails

5|Page



COMCAST
BUSINESS

4. Inthe Account Dashboard, if you need to add, modify, or remove the €911 email notification
assignments, select the pencil icon to enter the Notifications screen.

MASERGY

INtrado! ™ emergency Routng serice

General Information

Broadworks - Test 3 (435126)
AccountD: 435126
NOG: Contect

TBD

Notifications @

/ To Add an new person for email notifications
Emeil Address o v [+

To Medify a person’s email notifications
EmaiLs EMERGENCY CALLS -m:.:/
cast com - . To Remove a person from email netification
L]

5. Sample 933Test Email notice comes from Comcast Business and Masergy. The 911
emergency email is similar.

Test Call Notification from 9167600815 (Exesl Inbox x

a2 Comecast Business and Masergy <ERSls 911 intrado con

Account Name: Masergy Communications Inc. (423884)
Endpoint: 9167600815
Callback number: 9167600615

Location Data:

Street nusoer: 10011
street Nase: Balbos Blvd
Location: Wome office
city: nortnirage

state: Ca

Iip Code: 91225

2

Time:

22.05.03 11:17:55 « POT

S1P Details:

SBC/IP.PRX: 208.75.11.171
SUDSCriber Meader FROM
Subscriber Meader CONT,
subseriber Header P-asserted-Identity:
Subscriber Weader T0:

Jetfrey Kayne COX 7007, Tagel000959045- 1651601874923 -

Masergy support contacts
Call: 1-800-942-4700

Email: ucsungor

Dashooard Login: Nig)

© Reply ~ Forward

Emergency Response Location (Regional) e911 Notification
To set up €911 email notification for any regional location is accomplished inside the Emergency
Response Location (ERL) routing options section.

1. Search for the ERL where you want to add a regional 911 emergency email notification.

v FILTER
QERLS & SUBSCRIBERS ofls SUBNETS = WIRELESS ACCESS POINTS B SWITCHES
Search
10011 Balboa ol
g1
RESPONDER  ROUTING  ADDRESS s
EDIT  ERLINFORMATION ERL NAVE TvPE sTATUS STATUS  PROVISIONING SOURCE ACCOUNT NAME LAST UPDATED oELETE ERL Associations i
10011 Baibon Bivd, JK Dog House PSAP enhanced Vald  ERS interfaces Masergy 202205029
Horthirdge, CA 91325 Communicationsloc, 122452 2 &5 = =
s Homeoffice (33654) (]
&L 3 * b s
SATE 883 £A25996901 28
11275 Candelberry Vivek Nithya PSAP Enhanced Valid Location Manager 20220416 @
Cour, Sen Diege, CA w2156 Shour
sm2s
ERLID: S1E29TAI-ASSH L]
02850 EAITISCCSCE
Prev . Next
2028PlezaDelme,  HB Home Psap Enhanced Vald  Location Manager 22200159
Tomance, CA 90503 135754
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2. Select the edit (pencil) icon to modify the selected ERL.

v FILTER
QenLs & SUBSCRIBERS s SUBNETS VIRELESS ACCESS POINTS B SWITCHES
Search
10011 Balboa
No ERL selected

K Dog House:

20220501 @
o c | 122482
LK

Tom toCatioT MaTeT STy 0220105 T
Nort s Communicatonsine.  14:59-44

1 (433654)

3. Select the edit (pencil) icon in the Routing Options.

Edit ERL

@ JK Dog House

10011 Baiboa Biva, Nortnirdge, CA 91328
Homa of

Routes 1o PSAP with enhanced 911 capobilities

P —

3 Routing Options P & Enter Associations (optional)
Detvery Method  PSAP Direct e
5 = =
Custom Caliback o
° o o
Emer 0(e)
@ Subscriber (| DIDRange

4.

the “+" to enter each email address.

Edit ERL

Q JK Dog House

10011 Balboa Bivd, Horthirdge, CA 91325

[ —

13 Routing Options ’ © Enter Associations (optional)

= Oativery Mathod
spgainis s i . - a6 ko =
R SC8E: PSAP Security Desk hree way
s o pr— swercme:
o Custom catisack 2 L, o °
Rounes to PSAP with enhanced 911 capabilies
Email Notifications N Enter D(s)
. o @ subsers
xamy L]
CANCEL SavE
Search
Q

In the Email Notifications field, enter the email address for the €911 email notification. Select

5. When you are finished adding all of the €911 email addresses for this ERL, select SAVE.

Edit ERL

Q JK Dog House

10011 Baiboa Biva, Northirage, CA 91325

2 Valid sddress

2 Routes 1o PSAP with enhanced 911 capabilities.

+ ADD ERL RETURN TO PROVISIONING.

3 Routing Options

’  Enter Associations (optional)
Delivery Method
© P Security Desk Theee wa - s = =
Custom Callback 2 0 a 0
Email Notifications: Enter ID(s)

[+] O su

BaaLs Exa [+]
henrydogEgmail com | Seerch

{ Q
e :
howing 1102 of 2 entries

SUBSCRIBERS

(310) 360-5033 L
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6. A green banner will be displayed showing the ERL update was successful.

MASERGY

5
-~
Intrado’  emergency Routing serice & Flewanager v & Jefirey Kayne Masergy (Super Admir)

# Dashboard & Provisioning [ Monitoring v O Adminisiration v

@ The EAL '029CBESE-DAAS-4ATE-8B13-FA2989E90124 10011 Balbon Bivd, Nerthirdge, CA 91325 Home office was updated successfully. x

Provisioning

ExPoRT BATCH PROVISIONING ©REPORTS
¥ FILTER

oens &suBscrBeRs & suBne: % WIRELESS ACCESS POINTS = swone

7. To review any €911 email notification address for an ERL, simply select the edit icon and
view the Email Addresses listed in the Routing Options section.

Edit ERL e

@ JKDog House 7 13 Routing Options Fl & Enter Associations (optional)

H
g
H
H
cidk
e i)
M

8. Repeat the above steps to add or delete the 911 Email Notifications email addresses.
Note: All 933 Test notifications are administered at the enterprise level.

€911 Batch Provisioning of Subscribers

Masergy will handle all customer requests for batch provisioning for adding Subscribers and
Emergency Response Locations (ERL). Masergy will provide the €911 Administrator, the e911
Worksheet to fill out. When the completed €911 Worksheet is returned. Masergy will proceed to
finish the batch provisioning for the enterprise account.

Provisioning

v FILTER

::::::

€911 Location Manager for Hosted UC

The Masergy 911 Location Manager is an application that is installed on the end user's device (PC/
MAC). The application provides a way for the end user to update their emergency location as they
move. The application keeps track of the user's location and prompts the end user for their

location when it detects a location change (change in IP, connected switch mac, connected
access point).

E9T1 Location Manager — Customer Account ID and Token
Masergy or the €911 Administrator will need to provide the customer enterprise ID and token
which is required for the Location Manager Client. The end-user when installing the Location

8|Page



COMCAST
BUSINESS | ASERGY

Manager application on the Windows / Mac desktop will need to use this information. The
Location Manager does support Windows silent installation.

1. Inthe Account Dashboard, form the top menu Administration drop-down menu, select
the Authentication Tokens

Intrado’ ™ eneseney s

Account Dashboard

Authentication Tokens windows provides the Account ID and Token that is required for
the installation of the 911 Location Manager.

.
In"ado' Emergency Routing Service

# Dashboard  # Provisioning [ Monitoring ~ & Administration +

suhentication Tokens

Authentication Tokens

Masergy Communications Inc. (433654)
AccountiD: 413654 [N o —

LOCATION MANAGER / HELD (D

Token: 23357EDD-IEB6-4866-891D-AFCIZATDEDE4 [

+

Windows Silent Installation Instructions

The silent installation procedure needs to be executed on each end-user device that the Location
Manager application is installed on.

1. Obtain the Location Manager Installation package from the Masergy Software and
Download web page.

2. Extract the zipped installation package and select the 971LocationManagerSetup.exe file.
Command-line: (silent install)

Navigate to the location of the executable file. The Enterprise Account ID and Token will need to be
inserted into the silent install command

Sample Enterprise Account ID = 433188
Sample Account Token = 44B0D255-F1AA-468A-879B-9AES8ADB4B740

®
9llLocationManagerSetup.exe /S -accountid=<Enterprise Account ID> -token=<Account token>

9l1LocationManagerSetup.exe /S -accountid=433188 -token=44B0D255-FIAA-468A-879B-
9AEB8ADB4B740
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Add New Subscribers

MASERGY

1. From the Account Dashboard, select the View Provisioning Details or Provisioning tab.

Intrado!

Account Dashboard

Masergy Communications Inc. (433654
countiD: 413650

T P
Unprovisions
VIEW PROVISIONING DETAILS

2. The Provisioning displays several tabs for the Emergency Response Locations (ERL),
Subscribers, Subnets, Wireless Access Points, and Switches. Select the Subscribers tab;
first do a search on the telephone number (TN) to make sure it is not already registered.

Note: The Subnets, Wireless Access Points, and Switches only pertains to the Hosted UC
customers that want to use dynamic routing. MS Teams / SIP Trunk customers will not use

these devices in this portal.

Pravisioni

EXPORT HBATCH PROVISIONING

v FILTER

Qeris & suBsciseRs o SUBNETS = WIRE

-+ ADD SUBSCRIBER

Searcn

RELOCATE SUBSCRIBERID ERLINFORMATION

ERL NAME

RESPONDER
TreE

ROUTING  ADDRESS

STATUS  STATUS  ACCOUNT NAME LAST UPDATED
20220111 @
011619

3. For a new Subscriber, enter the telephone number and search to verify if the subscriber
already exists and if they have been assigned to an ERL. In this example, a subscriber
(9167600815) search provided that no data was available. You can proceed to add this new
subscriber to this account. Select the Add Subscriber.

Intrado! cregunes reutng secen

Provisioning
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4. Adding a new subscriber can be done individually or in a range of telephone numbers.

MASERGY

ENTER SUBSCRIBER(S)
ENTER SUBSCRIBER(S)

& Subscriber
& Subscriber

SUBSCRIBERS DID RANGE

SUBSCRIBERS DID RANGE
Subscriber ID
From To
e Jo —

5. The e911 administrator after entering the subscriber number will need to select the "+"
symbol before continuing to the Next step. The “+" saves the entered number entered.

Select Next when you are ready to proceed to selecting the ERL option for the
subscriber(s).

Infrado’

nnnnnnnnnn

Note: multiple individual subscribers can be added before proceeding to the next step.

6. Next, you will select the Select ERL Option that best suits the new subscriber(s) being
added.

a) Associate to an existing ERL - opens a dialog box to search the list of ERLs

INTOOST” ey oo s & T e ;

Add Subscriber witnm b

© me DL Saleciand
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b) Associate to a new ERL - opens a dialog box for creating a new ERL. All new addresses

entered are validated to ensure the proper routing of €911 emergency services with that
address.

MASERGY

T [ — At & sty

RITURS TD PRSI

@ Emergency Response Location

B b

et P g

c) Do not associate with any ERL - this will add the new subscriber(s) without an
associated ERL because the entries is using HELD information.

Intrado’ & e eyt g A

7. For this new Subscriber, no existing ERL address was suitable. A new ERL needs to be
created for this remote subscriber and validated. The €911 administrator after filling in the
ERL information would select the Validate Address.

3
Intrado

Add Subscriber
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8. Once the new ERL address is validated, the €911 administrator would select the Complete
button to finish the process.

& Subseriter

upscmaI

Setecrize 0

@ 'What ERL 1o associate 1s

3 Routing Options.

9. Inthe Account Dashboard, a green banner message is displayed showing the ERL was
created successfully and the total number of new subscriber(s) that have been added.

P
Intrado’  emeency Routing senvce

# Dashbowd  # Provisioning B Menrtoring

o Massay Commniestions e/ Massiy Comenicato

@ oo AL has baencrastod suceasafuly.
Atstal of 1

& AdminsTation ~

15 0 (43650 ¢ Protsosing ¢ A Subsciber

Add Subscrib

& File Manager v

& Jettrey Kayne (Supes Admin)

RETURN TO PROVISIONING

?

10. The new subscriber is now already active.

Pravisioning

EponT BRATON BROVISONSG
~ FILTER
° L sumscmne A sup v =

RESPONOER  FOUTIMG  ADDRESS
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Change Emergency Response Location for a Subscriber

If any subscribers have relocated from an assigned Emergency Response Location (ERL) to a new
ERL this can be managed by the €911 Administrator or by Masergy.

1. In the Subscribers tab, search for the subscriber that needs to relocate their ERL. Next,
select the Relocate icon (arrow).

Provisioning
EPEXPORT BBATCH PROVISIONING
¥ FILTER
Qeris & SUBSCRIBERS i SUBNETS  WIRELESS ACCESS POINTS W SWITCHES

. /
(323) 988-471§ | Q
assponosn  rourne  spome
RELOCATE SUBSCRIBERTO EALINFORMATION AL aE TYPE  STATUS | STATUS | ACCOUNT NAME ThsTURDATED  DELETE
(@293 $670 Wilshire Bva, Los Angeles, €A Cairyon PSAP  Enhanced  vald  Buadwos-Ten3d 202112298
90036 Communication Inc (435126) 05:33.48
- ste 2300 s

AL D ACSTRSHR 0274561 60E
e

2. The ERL List allows you to search for the ERL the subscriber needs to be relocated

. Select
the radio button next to the ERL.

= Relocate Subscriber 10 (323) 9884716
From ERL D ACI0385 8027 4561 960 E2££00

ERL List

SELICT  EAL INFORMATION

5670 Wilshics Bivi, Los Angeies, CA 50038
sTE2300

3. The Subscriber is relocated to the new ERL. A banner displays the results of the actions
taken.

INTrado’™  emergency Routing service

@ Subscnber 1D (323) 988-4716 has been relocated successhully to the ERL 1D 7AS04D) 7-5BD0-489C- 9002 9BEF | 56FDOIA
Provisioning
[ ExPoRT BBATCH PROVISIONING
~ FILTER
QEALs & suBsCRIBERS s SUBNETS % WIRELESS ACCESS POINT . SWITCHE
Search
323) 988-4716 Q
191101 of 1 entries
RESPONDER  ROUTING  ADDRESS
RELOCATE ID_EAL INFORMATION ERL NAME TypE sTaTUS STATUS _ ACCOUNT NAME LAST UPDATED DELETE
J27)900.4TI6 1430 W PEACKTREE ST W, g™ Grecrbero Farrow PSAP  Enhanced  vald  Buadworks-Testd 202202100
ATLANTA, GA 30309 Avchitect Inc (435126) 145523
= sTE200 ®
ERL IO JASMDIT-5A00-499C-9002:
SBEF1 96FDOIA
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Add New Emergency Response Location

MASERGY

If any subscribers require a new Emergency Response Location (ERL) such as for a remote user,
a new ERL can be created by the €911 Administrator or by Masergy.

1. Select the + Add ERL button to create the ERL.

ACCOUNTNAME LASTUPDATER DELETE Mo ERL selected

2. Fillin the Emergency Response Location form completely. Select Validate Address.

Add ERL

©Q Emergency Response Location
EAL o
B
ciy+ [r—
us
stme ZP cose
Locetien
@ Label R
o

RETURN T PROVISIGHING

3. Here is an example of the Emergency Response Location form ready to be validated.

Add ERL

© Emergency Response Location

ERL Nome *

Houssn® Smennoes”

L Y
cance.

RETURN TO PROVISIONING
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4. After the ERL, address is validated. In the Routing Options = Delivery Method, select
PSAP. Select the ADD ERL button to finish creating the new ERL.

Add ERL

Note: For the Routing Options — Delivery Method, PSAP is the only option supported by
Masergy.

5. The new ERL is now available. In the image, an administrator can add the new Subscribers
to be associated with the ERL.

Add ERL

6. Select the Return to Provisioning and a banner would be displayed with the results of the
actions taken.

Intrado!  emesene Rouing ervice

Add ERL

7. The new Emergency Response Location is available for Subscribers to be assigned.

[Provisioning

b exponT BBATCH BROSIONRG

¥ FILTER
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Removal of an Emergency Response Location

MASERGY

Emergency Response Locations (ERL) can be removed from the Masergy ERS portal whenever
they are no longer needed. However, keeping these ERLS without assigned Subscribers does not
create any issues. The deletion process can be handled by the €911 Administrator or by Masergy.

1.

3.

Before you can remove any Emergency Response Location, all existing assigned

Subscribers need to be reassigned to another ERL. Select the ERL that needs to be deleted
to review if there are any Subscribers assigned. For instance, this ERL shows, there are six

(6) Subscribers.

SAL MEORMATION

RESPCNDER
e

AL N

ROUTWG  ADEWESS
STATUS STUTUS

.......

....

For instance, this ERL has no Subscribers assigned. This ERL can be removed. Select the
Trashcan icon to delete this ERL.

BROVIEIENINE SEUREE

peLETE ERL Associations

A Delete ERL window is displayed. Select the Delete button to finish the deletion process.

. Thiz will delete the ERL and ol the subsoribers associted to i, if the ERL 1o NOT associated to network slement{s). Delebing an ERL that

5 aapocsated 10 nriwark ¢

Are you sure you want to delete this ERL and all of its Subscribers?

Serreri{a] ia mat supported and will be blocked

¥ 10011 Balboa Blvd, Northridge, CA 81325

3rd Bedroom

EAL M 6461 STCE-684A-452 BIBS-STADSDSETASE

i m
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MASERGY

4. In Provisioning, the ERL tab displays a banner with the results and the list of ERLs will no
longer display the ERL that was removed.

© e s
Provisioning

Mo ERL selected

Dynamic Mapping - Subnets, Wireless Access Points, & Switches
For the Hosted UC customer, dynamic mapping is only required if your enterprise locations have

nomadic devices.

In Provisioning, for dynamic mapping you will use the tabs for Subnets, Wireless Access Points,
and Switches that need to be configured by the €911 Administrator. Masergy does offer

professional services for customers that require assistance.

Subnets

A subnet, or subnetwork, is a network inside a network. Subnets make networks more efficient.
Through sub-netting, network traffic can travel a shorter distance without passing through

unnecessary routers to reach its destination. The following procedure will guide you through the
steps in creating a subnet.

1. In Provisioning, select the SUBNETS tab, then select the +ADD SUBNET button.

Provisioning

eexponT
~ FILTER

Qems

Sasrch

—
+ADD SUBNET

BBATCH PROVISIONING

ens i sUBNETS % WIRELESS ACCESS POIN = suTcHes

2. The following table provides format and examples to fill in the Subnet fields:

Field
Subnet Name

Description
Name for the Subnet. Enter an easily
identifiable name for your subnet.

Format and Examples
Example: Basement Office

Subnet Mask

The IP address of the Subnet that is
associated to the ERL.

Must be in standard IPv4 address
format.

Example: 192.168.92.2/24
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3. Enter the unique name for the new Subnet and select Next.

Add Subnet
ERET R
o Subnet
.....
NEXTO

RETURN TOPROVISIONING

4. Enter the Subnet Mask information and select Next.

Add Subnet

% Subnet

Nama®

Sample Warshouse

RETUAN T0 PROVISIONING

o Subnet Mask

Subnat Mask*

=

5. Select the ERL that the new Subnet would be associated with and then select ADD

SUBNET.

Add Subnet

&% Subnet

Hama =
Sample Warehouse

& Subnet Mask

Suteat skt

2881720024

RETURN T0 FROVISIONING

@ No EAL Selected

621 EUGENE CT, GREENSBORD, NE #99
Sute 107
ERLID 4710

PTG T BT854 4 ACBASTE

6. A banner is displayed showing the new Subnet has been added successfully.

Home | Provisionite / ASS Subret

@ Subnet"Sample Warehouse” has been added successhully,

7. The €911 Administrator can manage any changes for the Subnets.

Provisioning
xwont
~ FILTER
@ 2
+A50 suBH e
Zamen

BBATCH PROVIEIONING

AL INFORMATION

Betton Biva, Horthirige, CA 91328
atfice

LD Q2GRN DA 4ATE I EATSESA

Edit the ERL associated with the Subnet
Delete the ERL with the Subnet

ACCOUNT MAME LT UPBATED oeeTe
Maserqy Communicetions inc (413654} 1202158 N
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Wireless Access Points

MASERGY

Wireless Access Points (WAPs) connect traditional wired networks to wireless clients. These
wireless networks provide ease of access to the network for mobile users, increasing productivity

while reducing infrastructure costs.

1. In Provisioning, select the Wireless Access Points tab, then select the +ADD Wireless

Access Point button.

Intrado’  enerency Rouing service

# Dashbosrd  # Provisioning [ Morstoring

o2 | Prisntiog

Provisioning

eExpoRT BBATCH PROVISIONING
~ FILTER

Qers 2 susscreers i suen

+ADD WIRELESS ACCESS POINT

 WIRELESS ACCESS POINTS. = sviTcHes

EDT  WIRELESS ACCESS POINT NAME ERL INFORMATION ACCOUNT HAME LASTUPDATED

wpoe 10 Prevous Mt

oeLETE
No Wireless Access Point selected

2. The following table provides format and examples to fill in the Wireless Access Point

fields:

Field
Wireless Access
Point Name

| Description
Name of the Wireless Access Point

| Format and Examples
Example: Floor 1

BSSID Wireless Access Point’'s BSSID that is

associated to the ERL.

Must be in standard MAC
address format.

Example: 34:8a:ae:68:87.ef

Access Point ID System-generated ID for the Wireless

Access Point.

3. Enter the unique name for the new Wireless Access Point and select Next.

Add Wireless Access Point

4. Enter the BSSID information for the WAP followed by the + icon then select Next. Repeat
the steps if you need to add multiple BSSIDs for this WAP.

Add Wireless Access Point

7 Wireless Access Point = BSSID
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Add Wireless Access Point

= Wireless Access Point

= BSSID

Nae©

5. Select the ERL that the new WAP would be associated with and then select ADD Access
Point.

Add Wireless Access Point

= Wireless Access Point

= BSSID @ JK House

Y0011 Bamen

e m

6. A banner is displayed showing the new Wireless Access Point has been added
successfully.

X
Add Wireless Access Point

7. The €911 Administrator can manage any changes for the Wireless Access Points.

Provisioning

mexsonr Bear
~ FILTER

° & s

Edit the ERL associated with the Wireless Access Point
] . Delete the ERL with the Wireless Access Point

Switches and Ports

Network devices connect to a switch through its switch ports. Switch Ports are physical
openings where data cables are plugged in to connect the devices. Switch port type should be

configured according to the requirement considering the factors like network architecture,
speed, and functionality.
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1. In Provisioning, select the Switches tab, then select the +ADD Switch button.

I —
Provisioning

woeont

v FILTER

No Swatch selected |

2. The following table provides format and examples to fill in the Switch and Ports fields:

Field | Description | Format and Examples
Switch Name Name of the switch. Example: Conference Room
Chassis ID Chassis ID of the switch. Up to 256 alphanumeric and
special characters are accepted.
Acceptable formats include:
e Hostname Examples:
e |P Address Host Name: Floorl.enterprise.com
e MAC Address
IP Address: 192.168.92.3
MAC Address: 11:22:33:44:55:66
Port Name Name of the port. Example: Coffee Room, Gi01/9/8
Port ID Switch Port or port associated to an ERL. | Up to 256 alphanumeric and
Acceptable formats include: special characters are accepted.
e |P Address
e MAC Address Examples:
e  Port Name IP Address: 192.168.92.3
MAC Address: 11:22:33:44:55:66

3. Enter the unique name for the new Switch and Chassis ID then select ERL.

Add Switch

B Switch

Crassisio @ A
.

[Ni_j
)

RETURN TO PROVISIONING

Add Switch

= Switch

22|Page



COMCAST
BUSINESS

4. In the Select ERL window, search for the ERL to be associated with this Switch. Select the
ERL and select Save.

MASERGY

Showinn | 1 10 of 86 entries
ERL INFORMATION

7318 VINEYARD DR, Plans, TX 75025

EBL I BN ESAC 4055 BICH BHE00EFOLE|F

914 BARD, Sam Joas, €A 95127
EFL 1D BMISARIA- D05 -46F- B0 DIDHSOEEASTA

821 EUGENE CT, SREENSBORG, N 99999

L 1D EFITOND0 LA EA4 F DREDAAT 6088,

T8I0 Olas By, Mlana, TH 78024
Suite 300

5. A banner is displayed at the top showing the Switch has been successfully added.
Optionally, the e911 Admisntrator can also assign Ports for this Switch.

O swnen’ x
Edit Switch / m ETURH 70 BREVIEIC G
= Switch s E Ponts (optional)
6. Inthe Ports, add a unigue Name and Port ID then Select ERL button.
& switen e x
Edil swin:h RETURN TQ PROVISIONING
B Switch V' B¥ Ports {optional)
NS — —_— |
ERL Information —s '::;cl.ﬂ?!

@ 10011 Belbos Bivo, Northirdge, CA 91325 s
Heene aitice
EALID GR9CEESE DANG 4A7E £513 FAOIOESDI2A
Showing 0110 0 0f 0 entres
BORT NAME PORTID ERL INFORMATION DELETE

Mo data available in table

Previous Next

CANCEL
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7. Select the ERL for this Port and select Save.

L 10 B2300005-F0AC- 4056 BTCH-B6L0IBFOCETF
914 BARD, San Jose, CAS8127
L 1D DR DICS-4SPS DI IC-DOCISODEASTA
621 EUCENE CT, GREENSBORO, NC 99050

Suite 101
R 1D 4F 1 DADFT-CTFR-4 5501 4F-0801 8CAANTHR

10071 Balbos Blwd, Horthirage, CA 91325

WP 06-4B00-8107 SOABCAZENTE

1107 LARKSPUR DR, llen, TX TH002
EFRL 1D FOACSOAR SADG-QADD AF 43 8FDRABCHAGTC

#99 N LOGAN ST, DENVER, CO 80203
STE 300
AL A0 OF 1ETSUT.7F | B-44ES- 9735 25 THAS0605F

BOOO Maring Bivd, Brisbans, CA 54008
STE 400
ERL 1D EFZTORBO-EA-ATOE-BF 44-FOOEORAT 0085

7500 Datian Phwy, Plane, TX 75024
Suite 300
ERL 1D BROTHIAC-AE ) T-4000-9TFA-B1 201 FE7F0D

oesos [ 2 3 ¢ 5 wen

- -

8. This procedure can be repeated for any additional ports that need to be configured for this

Switch.

Edit Switch

1az1ee023

Mame  Samphs Warehouss Floor |

B Ports (optional)

PORTNAME  PORTIO

SoageCere 192160520

L BPORMATION

19811 Baibca Bivs, Hermidge, G 31528
siice
1 STICHIE A tars a8

AETURN T PROVISIONING

9. The e911 Administrator can manage any changes for the Switch. The Switches Summary
will show all the Ports that have been configured.

=g

Provisioning
oot Bearcn pRovisONNG
~ FALTER
° ase A =

Edit the ERL associated with the Switch
Delete the ERL with the Switch

Switches Summary
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The Masergy ERS portal contains various auditing and monitoring functions that enable you to
keep track of activity in the Masergy Emergency Routing Service (ERS).

MASERGY

In the Masergy ERS, various events trigger the creation of a record. These events include the
addition of an ERL or subscriber record, calls processed by the ERS, and ERS portal user logins.
These records are stored in the ERS portal as:

¢ Call Details Records - enabling you to review the details of each call processed by the ERS.

e Provisioning Logs - enabling you to audit provisioning activity related to your account.

e HELD Service Status — enabling you to view and audit the transactions that occur between
the ERS and the HELD phone.

e Login History - enabling you to view user activity on the portal.

Call Details Records

When a call is processed by the ERS, a record of the call is saved and is called a Call Detail Record
or CDR. The Call Details Records screen lists all the calls originating from the customer account
including provisioned and unprovisioned calls. All information related to the calls such as the
Account Name, Account ID, ERL ID, and Subscriber ID are displayed in this screen. The €911
Administrator can also apply specific filters to narrow down the list of calls displayed and generate
scheduled reports.

Each call detail record also contains a link to its CDR Details screen. This screen contains
additional information related to the call. For example, the reason a call was routed to the ECRC
as opposed to the PSAP.

To access Call Detail Records:
1. From the ERS portal main menu, choose Monitoring = Call Detail Records

-~
Intradol Emergency Routing Service

# Dashboard  # Provisioning | [ Monitoring ~ | £ Administration ~
Home

Call Detail Records B e
Account Dashboard  Provisioning Logs

HELD Service Status

GENERAL INFORMATION Login History

To obtain more details related to a specific call, click on CDR Detail Folder icon from the Actions
section.

Call Detail Records for ABC Company
» FILTER

Click to View CDR Details Screen
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The Details screen provides more details regarding the call flow and call routing information of a
specific call. Fields displayed in this screen vary depending on the type of call and the account
configuration. Explanation of each field and possible values are provided in CDR Details Table.

Field Description and Possible Values (Where applicable)

Home / COR Ligt / Detail
Account Name

Account ID

Call Received
Call Answered
Call Terminated
Call Duration
Call Type

Call Status

ERL
Determination
Method

Account mode

SIP Call ID

Info Message

s
ABC Lync VIA Header FI6A5111-3564-4E4B-AACE ERLID 0
4FSDBTI148EA
8BED17F8-3DCA-486E-87D8 Name <NAM> 1986756433
830F20C9700F incoming DNIS ~ DS3CES4F-318E-413E-BIE4
DE4AB48289ET7 House Number 0
Fri Mar 11 09:44:05 EST 2016 <HNO>
Incoming B199954E-4780-40AA-B0SA
Fri Mar 11 09:44:05 EST 2016 FROM EF135402C8F3 Street/Road 5 82DF 2965-C822-47C7-AB50
<RD> 250500F7B4724 3
Fri Mar 11 09:44.05 EST 2016 Incoming 883472D2-B66D-4FA9-BBED
CONTACT 2A37A287T0313 Location 73396951
64
Incoming PAI City/Town <A3> 167474879
EMERGENCY
Incoming E911 State <Al> 69
COMPLETED USER-INFO
ZIP Code <PC> 58797
Call ECRC
Dahaian Country 9AD6CBBT7-83FB-4F73-8B17.
80570C10778A
Callback (157) 893-4077
DEMO Nt Latitude
47TDFD25A-D9B3-4272-B15E Longitude
AABS314DBTA2
Provisioned Yes
Subscriber 1D

CDR Details Table Screen with Field Descriptions

Account Name*

Name of your company provided at the time of account creation.

Account ID*

Identifier for your account.

Call Received*

Time that the call was received.

Call Answered

Time that the call was answered.

Call Terminated

Time that the call was terminated.

Call Duration*

Duration that the call lasted, in seconds.

Call Type*

Type of call that was processed.

Call Status*

Status of the call that was processed.

Account Mode

Mode that the account is currently in, depending on the account
configuration. Possible values:
Live Demo

SIP Call ID

Identifier for the SIP call.

Info Message

Field displays the reason why the call was routed to the ECRC. Only
populated when the call is routed to the ECRC; otherwise it is blank.

VIA Header

Can be used to trace the account from where the call originated as well
as the path of the call.

Incoming DNIS

Dialed Number Identification Service contains the callback number of
the caller or the Subscriber ID.

Incoming FROM

Field that displays the originating information related to the call.

Incoming CONTACT

Field that can be used to trace the account from where the call
originated as well as the path of the call.

Incoming PAI

The P-Asserted-Identity that comes in with the call. Depending on your
account configuration settings, this field most often contains the caller’s
Subscriber ID or the callback number.

Note: The fields marked with an asterisk (*) below are also present in the CDR List screen.
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Furthermore, the Details screen also provides the Info Message field. The Info Message provides
details as to why the call was routed to the ECRC. There are various reasons as to why a call is
routed to the ECRC, otherwise it is blank. They are:

MASERGY

Account is configured to direct calls with a specific address status to the ECRC

Account configuration —
route to ECRC with basic
location

Call originated from an ERL that does not have PSAP coverage
ERL's address status dictates that the call should be routed to the ECRC

For a detailed description, please review the Info Message Field table.

Info Message Description

The call was routed to the ECRC since the subscriber's
account is configured in this manner. Additionally, the
subscriber’s location is not displayed at the ECRC terminal

and the subscriber is asked to verbally confirm their location.

Account configuration -
route to ECRC with
enhanced location

The call was routed to the ECRC since the subscriber’s
account is configured in this manner. However, the
subscriber’s location is automatically displayed at the ECRC
terminal.

ERL has no PSAP
coverage — route to ECRC

The call was routed to the ECRC since the subscriber's
location is not served by any PSAP.

ERL not found - route to
ECRC

The call was routed to the ECRC since the subscriber's
location information was not found in the ERS database. To
fix this issue and ensure call is routed to the PSAP, please re-
provision this subscriber’s location.

Address in Invalid-Geo
Status — route to ECRC

The call was routed to the ECRC since the subscriber's
address was in “Invalid — Geo” status.

Address in Pending-Geo
status — route to ECRC

The call was routed to the ECRC since the subscriber's
address was in “Pending — Geo" status.

Expired/Unassigned
Extension Bind DID -
route to ECRC

The call was routed to the ECRC since the call could not be
processed by the ERS due to the following reasons:
e PSAP has called the subscriber back with an expired
number.
e Automated call from a number that is unallocated.

Address in Pending-Geo
status — route to ECRC

The call was routed to the ECRC since the subscriber's
address was in “Pending — Geo" status.
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Provisioning Logs

MASERGY

The Provisioning Logs screen provides a list of all provisioning changes made in your customer
account. This includes the creation, modification, and deletion of fixed ERLs as well as caller-

reported ERLSs, subscribers, subnets, switches, wireless access points and Sub Accounts.

To access Provisioning Logs:

1. From the ERS portal main menu, choose Monitoring = Provisioning Logs.

GENERAL INFORMATION

. Y
Inirador Emergency Routing Service

4 Dashboard # Provisioning | B Monitoring ~ | € Administration +

Home

Call Detail Records

Account Dashboard

HELD Service Status

Login History

The Provisioning Logs screen displays, all the changes made in your customer account. The

Action column identifies the nature of the modification.

Provisioning Logs
v FILTER

ltem Action

Nothing selected v

Search

Showing 110 10 of 349 entries

ACCOUNT ID ACCOUNT NAME
FDBC5AD2-81D6 1 ABC Residential
4T73-B8OF Account

TIF4EETSTA09

FDBCSAD2-81D6 1 ABC Residential
4773-B8OF Account
T9F4EETSTAD9

FDBC5AD2-81D6 1 ABC Residential
4T73-B8OF Account
TIF4EETSTA09

wilist

ITEM

LOCATION

LOCATION

LOCATION

Date

D

19950843-3D3E
4BDC-B856.
AF42C5855944

19950843-3D3E
4BDC-B856-
AF42C5855944

19950843-3D3E
4BDC-B856.
AF4205855944

Nothing selected

ADDRESS

100 Breakwater
D, crescent city,
CA 95531 US

100 Breakwater
Dr, crescent city,
CA 95531 US

100 Breakwater
Dr, crescent city,
CA95631 US

LOCATION

Area 51

Area 51

Area 51

Hide SOAP AP User

NAME

1 ABC
Residential
Account

1ABC
Residential

Account

ACTION

REFERRALCOMPLETE

REFERRALCOMPLETE

REFERRALCOMPLETE

Include Sub Accounts

[ EXPORT

USER

SYSTEM

SYSTEM

SYSTEM

DATE

Tue Apr 30
01:05:03
EDT 2019

Tue Apr 30
01.05.03
EDT 2019

Mon Apr 29
01:05:04
EDT 2019

You can also filter and search records displayed in this screen.

HELD Service

The HELD Service Status screen provides records of the information exchanged between the
HELD-compliant phone and the ERS. This includes information about the HELD requests that are
sent to the ERS from the phone and the responses that the ERS sends to the phone. There is also

a special setting available to view the HELD transactions made in the customer account.

Note: The HELD service only applies to Hosted UC customers.

Note: the HELD Service Status Option appears only when HELD capability is activated in the

account.

Note: Records of HELD transactions are kept for a maximum for 30 days in the ERS. They are

deleted after this time frame.
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To access users Held Service Status:

MASERGY

1. From the ERS portal main menu, choose Monitoring = Held Service Status.

Y
In‘l‘l‘adoT Emergency Routing Service

4 Dashboard 4 Provisioning | B Monitoring ~ | & Administration v

Home Call Detail Records

Account Dashboard  Provisioning Logs

HELD Service Status

GENERAL INFORMATION Login History

The HELD Service Status screen displays, with all the HELD transactions that occurred in your
customer account. The Status column identifies whether the HELD request was valid or invalid.

HELD Service Status
v FILTER
- p—p—
m P~
/ Q
a RECEVED STATUS LOC TYPE VALLE  LOC TYPE EXACT W ADDAESS %0 CHASTIS 0 PORT I MAC ADDRESS GATEWAY MAC FODM ASSOLVED VPN CONMICTED [0 FOUND  EAL 1D RETUSSED

B Muaad) 16T IbEE  BDIIO0EIEM  faee e Mot Found  ECRC

i 2T 6 TIbES  MSIO0EIETE  lase tane [em—

s fem e MEIIAIC BIE4

For HELD Service Status Field Descriptions, please review the following table.

Field Description Formats and Examples
Possible Formats:
e subscriber@fgdn
NAI Subscriber’s identifying information that was | ° subscr?ber@|p
sent in the HELD request. * subscriber
Examples:
o 5147452143@192.168.10.190
Datg and time the HELD Request was Format: YYYY-MM-DD HH-MM:SS
Received received by the ERS.
Format: YYYY-MM-DD HH:MM:SS Example: 2021-03-1212:30:35
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Field

Status

‘ MASERGY

Description
Status of the HELD Request. Possible Values:

e Valid: The HELD request was valid and
processed by the ERS.

e Invalid - HELD Disabled: The HELD
Service option was not activated on
your account. Please contact Masergy
Support for more information.

¢ Invalid - XML Parsing Error: The XML
request could not be parsed since it
was not RFC5985 — compliant.

e Invalid - Not Authorized: The account
is not authorized to use the HELD
service since the certificate provided is
invalid or has been disabled.

Formats and Examples

LOC Type Value

Type of location information the phone
requested from ERS in the HELD request.

Possible Values:

e |ocationURI

LOC Type Exact

Accuracy of the location information
requested. This value in conjunction with the
LOC Type Value determine the values that
ERS should return in the HELD Response.

Possible Values:

e True
e False

Note: Please note that even though ERS can
process HELD requests with LOC Type Exact
value as False, it is recommended to send this
value as True.

IP Address IP address sent in the HELD Request. Example: 198.168.8.101
BSSID BSSID sent in the HELD Request. Example: 11:22:33:44.66:77
Chassis ID Chassis ID sent in the HELD Request. Example: 88-5a-92-6a-8a-80
Port ID Port ID sent in the HELD Request. Example: Gi2/0/17

MAC Address MAC Address sent in the HELD Request. Example: 64-16-7f-1085-e6

Gateway MAC

Gateway MAC address sent in the HELD
Request. Only applies to deployments where
Remote User Location Service is activated.

Example: 64-16-7f-1085-e6
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Field

FQDN Resolved

‘ MASERGY

Description

Used to indicate whether the user is onsite or
remote based on the softphone’s reachability
to a DNS server within the customer’s
network. Only applies to deployments where
Remote User

Possible Values:
e True
e False

Formats and Examples

VPN

Connected

This is a field derived by ERS and indicates if
the Gateway MAC sent in the HELD Request
matches one of the VPNs provisioned in the
ERS. Only applies to deployments where
Remote User.

Possible Values:

e True
e False

ERL Found

Network element that the ERS used to find
the phone's location. ERS finds the ERL by
matching the network element sent in the
HELD request to the pre-provisioned network
map in the account.

Possible Values:

e Subnet: IP address sent in the HELD
Request was matched to a subnet
provisioned in the account.

e Wireless Access Point: BSSID sent in the
HELD Request was matched to the
Wireless Access Point provisioned in the
account.

e Switch: Chassis ID that was sent in the
HELD request was matched to a switch
provisioned in the account.

e Port: Port ID that was sent in the HELD
request was matched to the port (if
available) or the switch (under which the
port was added) provisioned in the
account.

e Remote User Location: The Remote User
Location Service was used to determine
the user’s location.

e Not Found: ERS could not find a match
between the network element sent in the
HELD request and the pre-provisioned
network map.
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Field

ERL ID
Returned

’ MASERGY

Description

ERL ID of the phone’s location found by ERS
by matching the network element in the
HELD request with the pre-provisioned
network map. This ERL ID was sent to the
phone in the HELD response.

Possible Values:

ERL ID: ERL ID of the phone, determined by
ERS

ECRC: ERS was unable to find a match. 9-1-1
call from this phone will be routed to ECRC.

Formats and Examples

In this HELD Service Status Screen, you can perform the following actions:

1.

Apply filters to truncate the list of entries.
a. Example 1: To view the list of invalid HELD requests, choose Invalid under the Status

filter and then click Filter button. The screen updates to display only invalid HELD

transactions.

Home / HELD Service Siaty

HELD Service Status

~ FILTER

Select /nvalid from Status drop-
down and click Filter button

ERL Found

HELD transactions with lnvalid
status are displayed

Showing 1 10 3 of 3 entries

N RECEIVED sTatus # LOCTYPEVALUE  LOCTYPEEXACT IPADDRESS  BSSID
S147451111@192 16810190  2021-03-10 Invalid locationUR! True 192162810
083531 52 Held
Disabled
2021-03-10 Invalid False
08:34.35.47 XML
Parsing
Ermor
SI47451111@192 16810190 2021-03-10 Invalid IocationURI True 1921688101
083435417 Mot
Authortzed
ge 10 «

CHASSISID PORTID  MACADDRESS ERL FOUND

89509268  GI/O/T

641671 1b-85
8a-80 %

89509268  GRAT

641671 1b-85
880 L

ERL ID RETURNED

—

b. Example 2: To view the list of HELD transactions where the ERL was found using the
Subnet-ERL association, choose Subnet from the ERL Found filter option and click
Filter. The screen updates to display only HELD transactions where the phone’s
location was found using the Subnet-ERL association that was pre-provisioned in

the network map.

HELD Service Status

Select Subnet and click Filter l

ERL Found 1

v Subnet -

v FILTER

Status

Nothing selected

TFILTER

Search

RESET FILTER

Showing 1 t0 1 of 1 entries

NAI RECEIVED STATUS LOC TYPEVALUE LOC TYPE EXACT IP ADDRESS BSSID

5147451110@192.168.10.190  2021-03-17 Valid locationURI True 192.168.8.101

11:44:04 483

Recordsperpage 10

HELD Transactions with ERL Found
Value as Subnet are Displayed

CHASSIS ID

GiZONT  64-16-THIb-
85-26

885892608080

PORTID  MAC ADDRESS ERL FOUND

Subnet

ERL ID RETURNED

EHS-Subnet-L2

previus [l s
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c. Clear the filters by clicking the Reset Filter button.
d. View the ERL that was discovered for the phone, by clicking the hyperlink under the

ERL ID Returned

column.

HELD Service Status
> FILTER

Search

Showing 11

NAI RECEIVED

5147451111 @192.168.10.190  2021-03-10

09:01-58 907

STATUS LOCTYPEVALUE LOC TYPE EXACT

valid locationURI

Click the ERL ID hyperlink to obtain
more details about this ERL

IPADDRESS  BSSID CHASSISID PORTID MAC ADDRESS ERL FOUND  ERL ID RETURNED
True 1921688101 11:44554533.77 88-58-92 GRONT  GAIETHIL Wireless EHS-BSSID-L2
6a 8a 80 85 €6 Access
Point
1921688101 114455453377 885292 Wireless EHS-BSSIDL2
280 Acce
Pont

e. Search for a specific network element by entering the value in the Search text box.
You can search by the following parameters:

i. NAI
ii. IP Address

iii. BSSID

iv. Chassis ID

v. PortID

vi. MAC Address
vii. ERLID

For example, you can search for a specific IP Address by entering the value in the

Search text box.

HELD Service Status
~ FILTER

Staws

Nothing selected

TALTER

ERL Found

Nothing sefected

RESET FILTER

Search

|'aziﬁsa:|:'|

Showing 1101 of 1 entries
WAl

§147451111@192.168.10.190

oge 10w

RECEIVED  STATUS LOC TYPEVALUE

20219317 Valid  locationURl
112443

Q
LOC TVPEEXACT  IP ADDRESS
True 192.168.44.10)

BSSID  CHASSISID PORTID  MACADDRESS ERLFOUND

SWEMSENSIP2 Portll22 6416THIb-  Switch/Port
8506

EAL ID RETURNED

EHS-Portd2

-

f. View any warnings or notices that the ERS displays regarding the HELD transactions.

HELD Service Status

© In tha last 24 howns,

A ‘Some HELD requests sent in the iast 24 Rours could not B4 processed property. See detsils

/

v FILTER
Search
Q
RECEIVED STATUS

LOC TYPE VALUE

valid - Not Authadized iocationUR:

ationUR

LOC TYPE EXACT

1P ADORESS BSSID  CHASSIS ID PORT ID

MAC ADDRESS EALFOUND AL ID RETURNED

6416

11585 ¢6

i. Some HELD requests sent in the last 24 hours could not be processed
properly. To view, select the hyperlink See details.
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When you click on the See Details hyperlink, the screen updates to only
display HELD transactions with Status as Invalid.

ii. In the last 24 hours, some phones could not retrieve a location due to
missing data. To view, select the hyperlink Show me phone routing to ECRC.
When you click on the See Details hyperlink, the screen updates to only
display HELD transactions whose ERL Found status is Not Found. That is, ERS
could not determine the phone's location and a 9-1-1 call from the phone will
be routed to ECRC. This message is displayed when the network map was not
properly provisioned in the ERS account or the phone did not provide the
required data in the HELD request to permit location determination.

Login History
The Login History screen shows the user's email address, their IP address, the login and logout
date and time—and if they were not able to log in, the reason why their login attempt failed

To access users Login History:

1. From the ERS portal main menu, choose Monitoring = Login History.

.,
Inirado 1 Emergency Routing Service

# Dashboard  # Provisioning £ Administration ~

Home Call Detail Records

Account Dashboard  Provisioning Logs
HELD Service Status

GENERAL INFORMATION Login History

Login History screen

Home / Login History
Login History
search
Search Q
Showing 1 to 8 of 8 entries
LOGIN DATE/TIME T USER IP ADDRESS LOGOUT DATE/TIME FAILURE REASON
2020-01-09 @ 14:48:56  jane smith@abcgroup.com 101035140
2020-01-10 @ 03:36:26  jane smith@abcgroup.com 101035140
2020-01-10 @ 15:04:13  jane smith@abcgroup.com 101035140
2020-01-13 @ 09:24:12  jane.smith@abcgroup.com 10.103.5.140
2020-01-13@ 11:55:37  jane.smith@abcgroup.com 10.103.5.140
2020-01-13 @ 13:58:54  jane.smith@abegroup.com 10.103.5.140
2020-01-13@ 15:14:57  jane.smith@abcgroup.com 10.103.5.140
2020-01-14@ 09:20-19  jane smith@abcgroup.com 101035140
Records perpage 25 v Previous - Next
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Appendix

Deployment Considerations

Hosted UC

Every hosted UC license includes emergency calling

During initial deployment, Masergy Service Delivery will provide a spreadsheet to
customers to provide static addresses for each of their users’ DIDs. Masergy will create the
association between address and DID, validating the addresses are a dispatchable location.
Additionally, service delivery will provision an emergency services customer admin, who
can update locations/create network mappings directly with Masergy's Emergency Calling
portal.

If desired, a customer may create a wire mapping of their building, allowing even more
granular location information. This is accomplished by a designated customer 911 admin
logging into Masergy’'s Emergency Calling portal and creating the network mapping. It
requires the admin, depending on their network, to provide more granular location
address information for each Wi-Fi access point, network access switch port, etc. Once the
network map is complete, hard phones and soft-phones are automatically located based
on the network elements provided by the device.

Masergy will provide access to a Location Manager Client that may be loaded onto a user’s
desktop.

o When a user is off-site, the Location Manager Client will detect a change in network
and prompt the user to enter their current location’s address, validate, and update
Masergy’'s emergency routing service to use that address should an emergency call
be placed. This is useful for users who work remotely and are not always in the
office.

o When on-site, if the mapping has been established, the client will not prompt the
user.

Once the customer is live, customers may call Masergy support for any static address
location updates for DIDs or their customer admin can access and make changes directly.

Intelligent SIP Trunking

During initial deployment, Masergy Service Delivery will provide a spreadsheet to
customers to provide static addresses for each of their users’ DIDs with emergency calls.
Masergy will create the association between the address and DID, validating the addresses
are a dispatchable location. Additionally, service delivery will provision an emergency
services customer admin, who can update locations and create network mappings.
Masergy recommends that each DID have emergency calling provisioned to ensure that
each user can have a dedicated emergency calling address so that in the event of an
emergency call is disconnected, the PSAP can call back the caller for location accuracy.

o Customers may choose to not provision emergency calling for each DID, but in
doing so recognize that call back will not get back to the original emergency caller,
users will be sharing the same emergency location, and the Location Manager client
may not be used. For this reason, Masergy recommends that customers with users
that will be working remotely should always have been assigned emergency calling
work locations.
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e Masergy's Emergency Calling Portal cannot be used by Intelligent SIP Trunking customers
using PIDF-LO/MS Teams customers. Regular Intelligent SIP Trunking customers using
static service can.

e Customers with third party PBXs, including MS Teams, are responsible for configuring their
PBX/Location Information Server (LIS) to send dynamic address information to Masergy
(PIDF-LO).

MASERGY

Once the customer is live, customers may call Masergy support for any address location updates
for DIDs with emergency calls, or their customer admin can access and make changes directly.

E911 Emergency Call Testing using 933 Service

The 933 service is a courtesy text-to-speech service that Bandwidth offers as part of the 911
package. When an end-user dials 933, it will play back the phone number and address that is
provisioned in the 911 Access Masergy ERS Dashboard.

From any client, simply dial “933"” and be provided with audio information about how their call
would be routed in a real 911 emergency call. The types of responses provided are dependent on
how the DIDs are configured.

Call made from DID that is not registered with Masergy

Result: Routed to ECRC at customer's expense

Caller will hear: "your account is in live mode, subscriber identifier is - <phone number=>, your
location is unknown, your location coverage will be emergency call center”

Call made from DID that is registered with Masergy

Result: Routed to PSAP

Caller will hear: “your account is in live mode, subscriber identifier is - <phone number>, your
location is currently provisioned; location coverage is enhanced 911"

Call made from a HELD device provisioned on Masergy’s Emergency Calling Service.

Result: Routed to PSAP

Caller will hear: “your account is in live mode, subscriber identifier is - <phone number=>, your
location is currently provisioned; your location coverage is enhanced 911"

Call made from a HELD device not provisioned on Masergy’s Emergency Calling Service
Result: Routed to ECRC at customer's expense

Caller will hear: “your account is in live mode, subscriber identifier is - <phone number>, your
location is unknown, your location coverage will be emergency call center”

Call made from DID provisioned on Masergy’s Emergency Calling Service that contains dynamic

location information (PIDF-LO) embedded in the signaling

Result: Routed to PSAP using address embedded in signaling

Caller will hear: “your account is in live mode, your subscriber identifier is - <phone number>, your

address is provided, your latitude and longitude are provided, and your location coverage is Public
Safety Answering Point”

Note: It is possible that for this scenario dialing “933" will result in the caller hearing that “your
location coverage is Emergency Call Center”. This can happen if the LIS on premise is providing a
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location that has not been verified. Aslong as DID is provisioned, it will route to ECRC but will
NOT incur the ECRC cost.

MASERGY

Call made from DID not provisioned on Masergy’s Emergency Calling Service that contains
dynamic location information (PIDF-LO) embedded in the signaling

Result: Routed to ECRC at customer’s expense

Caller will hear: your account is in live mode, your subscriber identifier is - <phone number>, your
address is provided, your latitude and longitude are provided, your location coverage is
Emergency Call Center”

Masergy ERS Portal - Terminology

-
Int rado' Emergency Routing Service

% Dashboard  J Provisioning [ Monitoring ~ 3 Admirsstration ~

e  Maamroy Comvmuicaions oG/ Mt ot Clernt et 1 # Prnisieing
Provisioning
[ EXPORT HEATCH PROVISIONING

~ FILTER

QEALS & SUBSCRIBERS Wiy SUBNETS T WIRELESS ACCESS POINTS B SYTCHES

ERL: Emergency Response Location.
e The ERL table is used to store all emergency locations
e FEach TN/ Device is associated with an ERL

Subscribers
e Each TN is defined as a subscriber
¢ A TN may or may not be assigned an ERL
e Licensingistiedtothe TN
¢ ATN thatis not associated with an ERL can use HELD to acquire Location

Subnets
e Device network (IP subnet) attribute for HELD emergency location identification
e Each subnet is associated with an ERL

Wireless Access Points
e Wireless Access Point MAC address for HELD emergency location identification
e FEach MAC address is associated with an ERL

Switches
e Switch MAC address for HELD emergency location identification
e Each MAC address is associated with an ERL

Note: Subnets, Wireless Access Points, and Switches only apply to Hosted UC customers only. SIP
Trunk / MS Teams customers will not use these e911 provisioning services from the Masergy
Emergency Routing Service portal.
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Acronyms

’ MASERGY

T R

ALI

ECRC

ELIN

FCC

HELD

LIS

MLTS

PIDF-LO

PSAP

SMS

TN

XML

Automatic Location Identification

Emergency Call Relay Center

Emergency Location Identification
Number

The Federal Communications
Commission

HTTP Enabled Location Delivery

Location Information Server

Multi-line Telephone Systems

Presence Information Data Format
Location Object

Public Safety Answering Point

Short Message Service

Telephone Number

Extensible Markup Language

An ALI Database is a secure database that contains the exact 911 address
for given associated phone numbers. This database is queried by the
PSAP at the time of a 911 call to obtain the caller's location.

The Masergy Emergency Call Relay Center (ECRC) exists to handle
emergency calls that cannot be routed to a local 911 center. ... High
demand on local 911 networks also causes calls to be routed to Masergy.
These calls can be generated by major catastrophic events like fires,
weather, and mass casualty incidents.

A ten-digit DID number you purchase from the local exchange carrier
(LEC) is one way for organizations to provide specific location information
to the public safety answering point (PSAP) for a 911 call. During a 911 call,
the ELIN takes the place of the caller's telephone number as the ANI and
is used to route the call to the appropriate PSAP. The PSAP uses the ELIN
to query the automatic location identification (ALI) database and retrieve
the caller's location.

The Federal Communications Commission regulates interstate and
international communications by radio, television, wire, satellite, and
cable in all 50 states, the District of Columbia, and U.S. territories.

A protocol that can be used to acquire Location Information (LI) from a
LIS within an access network as defined in IETF RFC 5985.

The location information server or LIS is a network node originally defined
in the National Emergency Number Association i2 network architecture
that addresses the intermediate solution for providing €911 service for
users of VolIP telephony. The LIS is the node that determines the location
of the VolIP terminal.

Traditionally, multi-line phone systems refer to key telephone systems
where users have a single phone to host multiple phone numbers. Users
accept incoming calls or make outgoing calls by pressing a dedicated key
for a particular phone number.

Modern multi-line phone system now refers to cloud-hosted phone
systems that can host multiple business phone numbers in a cloud PBX
system that answers all incoming calls and routes them to the right
virtual extension. It provides businesses with an advanced PBX system
that handles incoming calls to each virtual phone number based on the
rules specified for each.

An |IETF standard is used to represent an address/location in XML format.
The introduction of PIDF-LO allows organizations to send a caller’s
location information to the Public Safety Answering Point (PSAP) in an
end-to-end IP-based E911 network.

A public-safety answering point (PSAP), sometimes called a "public-safety
access point" is a call center where emergency calls (like police, fire
brigade, ambulance) initiated by any mobile or landline subscriber are
terminated.

SMS is a text messaging service component of most telephone, Internet,
and mobile device systems. It uses standardized communication
protocols that let mobile devices exchange short text messages.

A telephone number serves as an address for switching telephone calls
using a system of destination code routing. Each Subscriber has a DID
telephone number assignment

XML (Extensible Markup Language) is a markup language similar to
HTML, but without predefined tags to use

CONTACT US: USA +1 (866) 588.5885 | UK +44 (0) 207 173 6900 | sales@masergy.com
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